	Copilot Studio Enterprise Production Readiness Review
Complete before an agent carries production traffic
	Agent name: ___________________________
Built by: ______________________________
Environment name: ______________________
Business owner: ________________________
Technical reviewer: ____________________
Date: _________________________________


	Purpose & Overview of Review

	This review confirms that the Copilot Studio agent is ready for production use. It focuses on ownership, environment readiness, identity, knowledge grounding, actions, security, ALM, testing, monitoring, and support. Answer honestly. “Not sure” is acceptable and means the gap should be closed before launch, not after.


	A. Ownership & Business Readiness
A1. Business owner identified?
☐ Yes    ☐ No    ☐ Not sure
A2. Technical owner identified?
☐ Yes    ☐ No    ☐ Not sure
A3. Knowledge owner identified?
☐ Yes    ☐ No    ☐ Not sure
A4. Platform owner identified for environment, DLP, connectors, and capacity?
☐ Yes    ☐ No    ☐ Not sure
A5. Support owner and escalation path assigned?
☐ Yes    ☐ No    ☐ Not sure
A6. Business case and success measures documented?
☐ Yes    ☐ No    ☐ Not sure
A7. Decommissioning trigger defined?
☐ Yes    ☐ No    ☐ Not sure
	B. Environment & Access
B1. Production environment selected and not personal/default?
☐ Yes    ☐ No    ☐ Not sure
B2. Production is configured as a production type environment?
☐ Yes    ☐ No    ☐ Not sure
B3. Development and test environments configured as sandbox type?
☐ Yes    ☐ No    ☐ Not sure
B4. Entra security group limits access to each environment?
☐ Yes    ☐ No    ☐ Not sure
B5. Maker access to production restricted and reviewed?
☐ Yes    ☐ No    ☐ Not sure
B6. Differences between dev, test, and production documented?
☐ Yes    ☐ No    ☐ Not sure


	C. Identity & Authentication
C1. Channel decision documented with reason?
☐ Yes    ☐ No    ☐ Not sure
C2. Authentication option selected and documented?
☐ No authentication    ☐ Authenticate with Microsoft    ☐ Authenticate manually    ☐ Not sure
C3. “Require users to sign in” matches intended access model?
☐ Yes    ☐ No    ☐ Not sure
C4. Confirmed whether sharing controls who can chat with the agent?
☐ Yes    ☐ No    ☐ Not sure
C5. Identity map completed for each runtime hop?
☐ Yes    ☐ No    ☐ Not sure
C6. Actions reviewed for author authentication vs user authentication?
☐ Yes    ☐ No    ☐ Not sure
C7. Connection owners and owner-leaver plan documented?
☐ Yes    ☐ No    ☐ Not sure
C8. Service account permissions audited against least privilege?
☐ Yes    ☐ No    ☐ Not sure
	D. Knowledge & Grounding
D1. Knowledge register completed for every source?
☐ Yes    ☐ No    ☐ Not sure
D2. Knowledge sources approved by content owners?
☐ Yes    ☐ No    ☐ Not sure
D3. Data classification reviewed for every source?
☐ Yes    ☐ No    ☐ Not sure
D4. Oversharing assessment completed for SharePoint grounding?
☐ Yes    ☐ No    ☐ Not applicable
D5. Duplicate and outdated content remediated or excluded?
☐ Yes    ☐ No    ☐ Not sure
D6. Encrypted or sensitivity-labeled content behavior tested?
☐ Yes    ☐ No    ☐ Not applicable
D7. Retrieval quality tested against a representative question set?
☐ Yes    ☐ No    ☐ Not sure
D8. Content refresh and review cadence agreed?
☐ Yes    ☐ No    ☐ Not sure


	E. Actions & Automation
E1. Every action classified by risk?
☐ Read    ☐ Create/update    ☐ Delete    ☐ Financial/transactional    ☐ Security sensitive
E2. Review depth applied based on highest action class?
☐ Yes    ☐ No    ☐ Not sure
E3. Irreversible actions require explicit user confirmation?
☐ Yes    ☐ No    ☐ Not applicable
E4. Action permissions follow least privilege?
☐ Yes    ☐ No    ☐ Not sure
E5. Timeout behavior defined and tested?
☐ Yes    ☐ No    ☐ Not sure
E6. Retry and idempotency behavior confirmed?
☐ Yes    ☐ No    ☐ Not sure
E7. User-facing failure messages tested?
☐ Yes    ☐ No    ☐ Not sure
E8. Power Automate run history retention adequate for investigation?
☐ Yes    ☐ No    ☐ Not applicable
	F. Security, DLP & Governance
F1. Data policies reviewed and applied to production?
☐ Yes    ☐ No    ☐ Not sure
F2. Connector classification reviewed against actual usage?
☐ Yes    ☐ No    ☐ Not sure
F3. Custom connectors reviewed and approved?
☐ Yes    ☐ No    ☐ Not applicable
F4. Agent sharing configured to match intended audience?
☐ Yes    ☐ No    ☐ Not sure
F5. Managed Environments controls evaluated?
☐ Yes    ☐ No    ☐ Not applicable
F6. Agent recorded in inventory or intake register?
☐ Yes    ☐ No    ☐ Not sure
F7. Risk classification assigned and signed off?
☐ Low    ☐ Medium    ☐ High    ☐ Not assigned


	G. ALM & Deployment
G1. All components are in a solution with custom publisher and prefix?
☐ Yes    ☐ No    ☐ Not sure
G2. Environment variables configured for environment-specific settings?
☐ Yes    ☐ No    ☐ Not applicable
G3. Connection references configured and validated in target environment?
☐ Yes    ☐ No    ☐ Not sure
G4. Solution deployed as managed to test and production?
☐ Yes    ☐ No    ☐ Not sure
G5. Deployment method selected and documented?
☐ Pipelines    ☐ Azure DevOps    ☐ GitHub Actions    ☐ Other: __________
G6. Post-deployment checklist exists for non-solution-aware settings?
☐ Yes    ☐ No    ☐ Not sure
G7. Versioning scheme agreed?
☐ Yes    ☐ No    ☐ Not sure
G8. Rollback strategy documented and tested?
☐ Yes    ☐ Described only    ☐ Not sure
	H. QA & Testing Results
H1. Dev-to-test-to-production deployment path exercised end to end?
☐ Yes    ☐ No    ☐ Not sure
H2. UAT completed and signed off by business owner?
☐ Yes    ☐ No    ☐ Not sure
H3. Failure scenarios tested?
☐ Outage    ☐ Timeout    ☐ Throttling    ☐ Expired connection    ☐ Revoked token
H4. Permission scenarios tested using low-privilege account?
☐ Yes    ☐ No    ☐ Not sure
H5. Behavior confirmed when user lacks access to grounding content?
☐ Yes    ☐ No    ☐ Not applicable
H6. Evaluation or test set run against representative questions?
☐ Yes    ☐ No    ☐ Not sure
H7. Production smoke test plan documented?
☐ Yes    ☐ No    ☐ Not sure
H8. Known limitations documented and communicated?
☐ Yes    ☐ No    ☐ Not sure


	I. Monitoring & Lifecycle
I1. Monitoring ownership assigned?
☐ Yes    ☐ No    ☐ Not sure
I2. Analytics baseline recorded before launch?
☐ Yes    ☐ No    ☐ Not sure
I3. Application Insights configured in production?
☐ Yes    ☐ No    ☐ Not applicable
I4. Transcript retention decision made?
☐ Default retention accepted    ☐ Extended retention needed    ☐ Not sure
I5. Long-term transcript export configured if required?
☐ Yes    ☐ No    ☐ Not applicable
I6. Bot Transcript Viewer role assignments reviewed?
☐ Yes    ☐ No    ☐ Not sure
I7. Audit logging confirmed?
☐ Yes    ☐ No    ☐ Not sure
I8. Capacity and message usage monitoring in place?
☐ Yes    ☐ No    ☐ Not sure
I9. Failure alerting configured?
☐ Yes    ☐ No    ☐ Not sure
	J. Support & Operations
J1. Support escalation path documented?
☐ Yes    ☐ No    ☐ Not sure
J2. First-line support briefed?
☐ Yes    ☐ No    ☐ Not sure
J3. Runbook written for likely failure modes?
☐ Yes    ☐ No    ☐ Not sure
J4. User feedback channel established?
☐ Yes    ☐ No    ☐ Not sure
J5. Process defined for investigating inaccurate or inappropriate responses?
☐ Yes    ☐ No    ☐ Not sure
J6. Disable procedure documented with authorized contacts?
☐ Yes    ☐ No    ☐ Not sure
J7. Review cadence scheduled for knowledge, permissions, and sharing?
☐ Yes    ☐ No    ☐ Not sure
J8. Change process agreed for production modifications?
☐ Yes    ☐ No    ☐ Not sure


	K. Production Sign-off
K1. ☐ Ownership assigned across business, technical, knowledge, platform, and support roles
K2. ☐ Identity and downstream action execution model understood
K3. ☐ Highest-risk action reviewed and accepted
K4. ☐ Non-solution-aware configuration documented for production
K5. ☐ Disable and rollback process understood
K6. Decision:
☐ Approved for production    ☐ Approved with conditions/exceptions    ☐ Not approved, return to remediation
	Conditions or open risks:
____________________________________________________________________________
____________________________________________________________________________

Reviewer sign-off: ___________________________ Date: _______________

Business owner sign-off: ______________________ Date: _______________


Reference current Microsoft documentation and your own tenant configuration before relying on any product behavior described in this review.
